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Overhead of FTPS and FTP over IPsec In IPv6
networks
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Abstract— FTP is client-server architecture based protocol for transferring files over TCP/IP networks. It is used with either user-based
password authentication or anonymous user access. FTP has no encryption support. All transmissions are in clear text format. User
names, passwords, FTP commands and transferred files can be read by anyone who is sniffing the network. FTPS and FTP over IPsec are
cost effective methods of securing FTP. These methods provide much better authentication and encryption functionalities for file transfer
communication. Besides this, these methods introduce processing overhead and packet overhead for file transferring to different extends.
This research paper compares and contrasts the overhead of secure file transfer methods - FTPS and FTP over IPsec - in IPv6 networks.

Index Terms— Cryptographic protocols, FTP, FTPS, IPsec, IPv6, SFTP, TCP/IP networks.

1 INTRODUCTION

uthentication, Integrity and Confidentiality are three

basic requirements which must be satisfied when secur-

ing file transfer communications [1]. But each require-
ment is not always necessary to fulfill in every context. In
some cases the integrity requirement is the most important
and in other cases confidentiality. FTPS [2] and FTP over IPsec
[3] can be configured to match different security requirements
of secure file transfer communications. When choosing either
FTPS or FTP over IPsec, it is needed to consider processing
overhead, packet overhead and key management delays in
these protocols. This research paper would be helpful to iden-
tify the potential overheads in FTPS and FIP over IPsec in
IPv6 networks.

1.1 Security Issues Associated With FTP

FTP [1] is used with usernames and passwords that are sent to
server in clear text format to authenticate clients via the USER
and PASS commands except for services such as "anonymous"
FTP archives [4]. Using a sniffer to monitor FTP traffic on local
or wide-area networks, and then reading user names, pass-
words, FTP commands and transferred files could be done by
a potential attacker. Bounce attacks, spoof attacks, brute force
attacks, sniffing and port stealing are security problems asso-
ciated with FTP [5]. HTTP, SMTP and Telnet also have this
security problem because of these protocol specifications writ-
ten prior to the creation of SSL [6]. Existing solutions for these
problems are Secure Copy (SCP) [7], SSH file transfer protocol
(SFTP) [8], FTP with the SSL/TLS (FIPS) [2] and FTP over
IPsec.

1.2 FTP Secure (FTPS)

FTPS is used to implement security and authentication for FTP
clients and servers using the TLS protocol defined by RFC
2246 [2]. FTPS is an security extension to the FIP which was
introduced in RFC 2228 1t is intended to provide TLS support
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for FTP in a similar way to that provided for SMTP in RFC
2487 (SMTP Service Extension for Secure SMIP over
Transport Layer Security) and HTTP in RFC 2817 (Upgrading
to TLS Within HTTP/1.1.) [2]. It communicates across a net-
work in a private and secure fashion discouraging eavesdrop-
ping, tampering and message forgery. It includes full support
for the TLS and SSL cryptographic protocols, including the use
of server-side public key authentication certificates and client-
side authorization certificates. It also supports compatible ci-
phers including AES [9], Triple DES [10], DES [11] and hash
functions such as SHA [12] and MD5 [13]. In this research
SHA-1 and AES-CBC with 128 bit key was used in FIPS as
authentication and encryption algorithms respectively. Explic-
it mode (FTPES) and implicit mode (FIPS) are two separate
methods were developed to invoke FTP client security. In Im-
plicit Mode, the entire FTPS session is encrypted. In Explicit
Mode client has full control over what areas of the connection
are to be encrypted [14]. FTPS was used in explicit mode in
this research.

1.3 Internet Protocol Security (IPsec)

IPsec [15] is the Security Architecture for internet protocol
defined by the IETF. It provides four security properties such
as authentication, data integrity, confidentiality and replay
protection. IPsec support is mandatory in IPv6 but not in IPv4,
where it is optional. IPsec, however, is not widely used at pre-
sent except for securing traffic between IPv6 Border Gateway
Protocol routers [16].Upper layer protocols such as FTP, HTTP
and IP communication can be secured from the security fea-
tures of IPsec. Moreover, security provided by the IPsec is
transparent to upper layer protocols. It operates on top of
IPv4/IPv6. Security can either be end-to-end or take some in-
termediate security gateways as end-points of the secured
channel.

IPsec contains two security protocols: the Authentication
Header (AH) [17] and the Encapsulated Security Payload
(ESP) [18]. The ESP protocol can be combined with the AH.
The IPsec possesses two different protocol modes: Tunnel
Mode and Transport Mode. In this research AH and ESP was
used in transport mode. IPsec in transport mode provides
end-to-end protection of the payload. AH and ESP can each be
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used equally in Tunnel and Transport mode [16].

2 IPSEC SECURITY MECHANISMS

2.1 Authentication Header (AH)

AH provides connectionless integrity, data origin authentica-
tion, and replay protection. But it doesn't provide confidential-
ity [17]. Its scope is the whole static part of the IP packet in-
cluding non-volatile IP header fields, the payload and the AH
specific header information. The Authentication Header pro-
tocol can utilize different authentication algorithms. Message
Authentication Codes (MAC) protects point-to-point connec-
tions. One way hash functions such as MD5, SHA-1 or sym-
metric encryption algorithms such as 3DES, Blowfish [19], AES
can be used. In this research SHA-1 was used as the authenti-
cation algorithm. The length of the Authentication header is 12
bytes plus the length of the authentication data [16].

2.2 Encapsulated Security Payload (ESP)

ESP protocol may provide confidentiality. It also may provide
connectionless integrity, data origin authentication, and an
anti-replay service [15]. ESP operates on the payload of the
packet and provides additional protection for ESP header
fields. It does not cover static fields of the IP header. The ESP
header is inserted after the IP header and before transport lay-
er data or encapsulated IP packets in the Tunnel Mode. Confi-
dentiality can be specified alone, whether in this circumstance
other means for authentication like the AH protocol are re-
quired for secure operation. Traffic flow confidentiality can be
achieved in conjunction with the Tunnel Mode. The optional
authentication uses the same functions for MAC generation as
the AH. The already stated encryption algorithms serve for the
confidentiality of the payload. In this research AES-CBC with
128 bit key was used as the encryption algorithm. The length
of the Encapsulated Security Payload header is 10 bytes plus
the length of the padding, optionally, the length of the authen-
tication data and the length of an Initialization Vector (usually
8 bytes) if required by the encryption algorithm [16].

2.3 Security Association (SA)

In RFC 2401, SA is defined as a simplex "connection" that af-
fords security services to the traffic carried by it. Security ser-
vices are afforded to a SA by the use of AH, or ESP, but not
both. If both AH and ESP protection is applied to a traffic
stream, then two (or more) SAs are created to afford protec-
tion to the traffic stream. To secure typical, bi-directional
communication between two hosts, or between two security
gateways, two Security Associations (one in each direction)
are required [15]. SA is uniquely identified by a triple consist-
ing of a Security Parameter Index (SPI), an IP Destination Ad-
dress and a security protocol (AH or ESP) identifier.

2.4 SAD and SPD

In each IPsec implementation there is a nominal Security As-
sociation Database (SAD), in which each entry defines the pa-
rameters associated with one SA. Each SA has an entry in the
SAD .The Security Policy Database (SPD) stores policies that
define which inbound and outbound traffic must be protected
by what security services. The SPD defines how SAs must be

established and what parameters are necessary [15].

2.5 Key Management

SPD is usually managed manually by system administrators.
The Internet Key Exchange (IKE) is used to establish authenti-
cated keying material and maintaining SAs. It runs on top of
the ISAKMP [20] framework and utilizes the Diffie-Hellman
[21] algorithm to set up a shared session key. It can use pre-
shared secrets or X.509 certificates to authenticate the parties.
The IETF is currently standardizing the Internet Key Exchange
(IKEv2) Protocol [21] which integrates previously independent
standards such as ISAKMP and introduces new functionalities
such as NAT traversal, Legacy Authentication, Remote Ad-
dress Acquisition. However, IKEv2 is not interoperable with
IKE. The overhead of key negotiation decreases considerably
as multiple transport protocols and applications can share the
key management infrastructure provided by the network lay-
er.

2.6 FTP over IPsec

FTP over IPsec is a well-known method of securing FTP traf-
fic. In transport mode, it enables server to client and client to
server security so that every piece of file transfer communica-
tion can be secured. Security provided by IPsec is transparent
to FTP applications. Although FIP over IPsec has more fea-
tures than FTPS it is more often difficult to implement and
require special support in routers. IPsec with AH and ESP in
transport mode was used in this research to secure the FTP
traffic in an IPv6 Local Area Network.

3 METHODOLOGY

3.1 Overview of the Methodology

Investigating the overhead of FTPS and FTP over IPsec was
decomposed into six steps: (i) setting up an IPv6 test bed, (ii)
setting up client and server applications for FIP, FIPS and
FTP over IPsec on that test bed, (iii) transferring variety of dif-
ferent sizes of files between server and client using FTP, FTPS
and FTP over IPsec, (iv) measure the file transfer time for each
case (transfer time is used to calculate overhead), (v) aggregat-
ing and comparing the data obtain from test bed, and calculat-
ing the overhead of FTPS and FTP over IPsec relative to the
FTP and (vi) obtaining statistically best fitted models for over-
head of FTPS and FIP over IPsec from statistical analysis us-
ing calculated values of overheads.

3.2 IPv6 Test bed

Fig. 1 illustrates the IPv6 test bed which was used in this re-
search for measure the overhead of FIPS and FTP over IPsec.
Host operating systems have fully IPv6 support. Each Ethernet
Network Interface was only configured work with IPv6 proto-
col. Each host was given a global IPv6 address. A 10-Mbps
Ethernet local area network is used to connect the server, cli-
ent and Sniffer. Sniffer was used to monitor the network traf-
fic.
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@ FTP/FTPS/FTP over IPsec Connection

FTP/FTPS Server

2001:DF0:17:C00::1 FTP/FTPS Client

2001:DF0:17:C00::2

Sniffer Host
2001:DF0:17:C00::3

Fig. 1. IPv6 test bed used to measure the overhead of FTPS and
FTP over IPsec.

3.3 Hardware

Each computer on the test bed had Intel Pentium 4 Processor
(1.8 GHz), 512MB RAM and 10/100Mbps Realtek RTL8139
family PCI Fast Ethernet NIC. Other hardware configuration
parameters are same for both server and client.

3.4 Software

Ubuntu 9.10 server edition was used as server operating sys-
tem and Ubuntu 9.10 desktop edition was used as client oper-
ating system with Linux kernel version 2.6.31.

Pure-FTPd is a free (BSD), secure, production-quality and
standard-conformant FTP server [22]. It supports both FTP
and FTPS protocols. In this research Pure-FTPd was used as
FTP and FTPS server. Pure-FTPd was used as a FIP server
with FTP relevant configurations and as a FIPS server with a
self-signed certificate and FTPS relevant configurations. FTPS
server was operated only in Explicit Mode.

FileZilla is the file transfer client used in this research. It
Supports FTP, FTP over SSL/TLS (FTPS) and SSH File Trans-
fer Protocol (SFTP) [23]. Pure-FTPd and FileZilla have fully
IPv6 support. Same file transfer server (Pure-FTPd) and client
(FileZilla) applications were used in order to neglect the over-
head due to the implementation differences of applications.

IPsec tools [24] were used to implement native IPsec sup-
port in both client and server. Wireshark packet analyzer [25]
was used to analyze the packets of file transfer communica-
tions.

3.5 Implementing IPsec

IPsec tools were used to implement native IPsec support in
Linux kernel version 2.6.31. setkey is an IPsec tool which was
used to store and modify all parameters in the SAD and the
SPD in this research. IPsec connection in transport mode with
AH and ESP was used to provide authentication and encryp-
tion for IPv6 packets respectively. Fig. 2 demonstrates a struc-
ture of IPv6 packets which were transferred through the creat-
ed IPsec connection.

IP Header AH ESP TCP FTP ESP

Encrypted
Fig. 2. Structure of an IPv6 packet with native IPsec support.

3.6 Data Acquisition

File transfer scenarios, files and protocols which were used for
the data acquisition will be described here. There are three
major file transfer scenarios in this research: (I) FTP file trans-
fer, (II) FTPS in Explicit mode file transfer (III) FTP over IPsec
in transport mode file transfer. Each key scenario can be di-
vided in to another two research scenarios: (D) Server to client
file transfer (download) and (U) Client to server file transfer
(upload). All together there were six research scenarios such
as download a file using FIP (I, D), uploading a file Using FTP
over [Psec (III, U), etc.

In order to get five test data samples for each scenario,
each one was conducted five times. All together there were
thirty test data samples. The metric that was used in each sce-
nario was the transfer time between the server and the client
in seconds. The files, which were used to transfer in between
client and server, were 1KB, 10KB, 100KB, 1MB, 10MB, 100MB
and 1GB in size. Furthermore, those were in RAR compressed
format. In scenarios (II) and (III) AES-CBC with 128 bit key
and SHA-1 cryptographic algorithms were used for encryp-
tion and authentication respectively. The Internet Protocol
version 6 was used in all scenarios.

3.7 Calculating the Overhead

File transfer time was used to calculate the overhead of FTPS
and FTP over IPsec. Following equation was used to calculate
the overhead in scenario (N, n) with respect to scenario (I, n).

Overhead ooy = f(tun) tam) (D

f(tny tam) = [M] x 100%

tam

2)

D = Download a file; U = Upload a file; I = FTP, II = FTPS; 11 = FTP
over IPsec

N={III, IlI}, n = {D, U}

(N, n) ={{, D), (1, U), (II, D), (II, U), (II1, D), (II1, U)}

(1, D): Downloading a file using FTP scenario

(11, U): Uploading a file using FTPS scenario

t (N, n): Mean file transfer time for scenario (N, n)

Overhead (, w: Calculated overhead of scenario (N, n)

Outputs of the (2) were used to plot graphs and obtain sta-
tistical models for each research scenario. So that it was help-
ful for understanding and forecasting the potential overheads
of FTPS and FTP over IPsec with respect to FTP.
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4 RESULTS AND DISCUSSION

4.1 Mean File Transfer Time (tn)

Table 1 illustrates the mean file transfer time for each scenario
with relevant file sizes. Mean values were calculated from ac-
quired test data samples. File sizes and mean file transfer time
were measured in KB and seconds respectively.

4.2 Calculated Overhead

Table 2 shows the calculated overhead using (2) for FTPS and
FTP over IPsec with respect to each file size. File sizes was
measured in KB.

TABLE 1
MEAN FILE TRANSFER TIME FOR EACH FILE TRANSFER

SCENARIOS FOR FTP (1), FTPS (1) AND FTP oveR IPsec (Il1)

File Size Mean File Transfer Time (s)
(KB) t,b) ta,u) ta, ) ta, v tau, p) tan, v

1 0.0148 0.0134 0.0182 0.0148 0.0208 0.0148
10 0.0184 0.0228 0.02 0.0236 0.0216 0.0252
100 0.0192 0.0324 0.022 0.034 0.0236 0.0358
1024 0.1196 0.1182 0.1246 0.127 0.1522 0.1354
10240 0.9842 0.9358 1.0416 0.9506 1.1894 1.0044
102400 9.328 9.1374 9.9742 9.4798 10.8784 9.8484
1048576 96.1596 97.8614 198.5954 104.677 107.822 99.9078

D = Download file; U = Upload file; I = FTP, Il = FTPS; III = FTP over 1Psec
(1, D) = Downloading a file using FTP scenario; (II, U) = Uploading a file
using FTPS scenario.

4.3 Data Analysis

TABLE 2
CALCULATED OVERHEAD OF FTPS (II) AND FTP OVER IPSEC
(1
Overheadn)
File Size (11,D) (I11,D) (ILU) (ILU)
(KB)
1 22973 40.5405 10.4478 16.4179
10 8.6957 17.3913 3.5088 10.5263
100 14.583 229167 4.9383 10.4938
1024 4.1806 27.2575 7.445 14.5516
10240 5.8321 20.8494 1.5815 7.3306
102400 6.9275 16.6166 3.7472 7.7812
1048576 106.53 121256 6.968 2.0917

D = Download file; U = Upload file; I = FTP, Il = FTPS; 11l = FTP over IPsec

(11, D) = Downloading a file using FTPS scenario; (11, U) = Uploading a file
using FTPS scenario; (I, D) = Overhead of FTPS file download compare to FTP
file download; (111, U) = Overhead of FTP over IPsec file upload compare to FTP
file upload.

Fig. 3 visualizes the graphical representation of calculated
overhead for scenario (I, D) and (III, D). According to the Fig.
3, FTPS has a lower overhead compared to the FTP over IPsec
when downloading 1KB, 10KB, 100KB, 1MB, 10MB and
100MB size files from server to client. But FIPS has very much

high overhead compared to FTP over IPsec when download-
ing 1GB size files.

120

Mmook B—FTPS WY ST ——
—&—FTP over IPsec i

CQverhead %

. :
10 10 1 10 10
Logi(File size in KB}

Fig. 3. Calculated overhead for scenario (Il, D) and (lll, D).

Ovechoad %

Log{Fde size » KS)

Fig. 4. Calculated overhead for scenario (I, U) and (lll, U)

Fig. 4 visualizes the graphical representation of calculated
overhead for scenario (II, U) and (III, U). According to the Fig.
4, FIPS has a lower overhead compared to the FTP over IPsec
when upload 1KB, 10KB, 100KB, 1IMB, 10MB and 100MB size
files. But FTPS has higher overhead compared to FTP over
IPsec when uploading 1GB size files from client to server.

There is a same pattern in both Fig. 3 and 4. That is FIPS
and FTP over IPsec always has a positive overhead and initial-
ly FTP over IPsec has higher overhead compared to FIPS. But
gradually it decreases with file size. FIPS has lower overhead
for small size file transfers. In between 100MB to 1GB it
changes that behavior and introduces a higher overhead com-
pared to FTP over IPsec.

In summing-up, both FIPS and FTP over IPsec introduces
considerable amount of overhead when transferring files that
are smaller than 10 Mb. Due to the fact that file downloading
overhead is always greater than file uploading overhead, it is
very interesting to understand behavior of download over-
head in both FTPS and FTP over IPsec. Furthermore, when file
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size increases overhead tends to decrease in most scenarios.
After a certain point (file size: 100 Mb) that behavior does not
continue. There is a rapid increase of overhead in FTPS down-
load beyond that point whereas overhead in FTP over IPsec
download declines steadily.

4.4 Linear Models

Four linear models were obtained from statistical analysis -
Linear regression - of calculated overhead values for scenario
(I, D), (I, D), (I, U) and (III, U). So that those linear model
are very useful in better understanding and predicting poten-
tial overheads of FTPS and FTP over IPsec. The parameter
“size” represents the transferring file size in KB.

Overhead(; py = —1.3 + 3.69 log, o (size) (3)
Overhead g py = 32 — 1.37 logy (size) 4)
Overhead; ;y = 6.94 — 0.205 logy, (size) (5)

Overheady, ;) = 15.4 —0.798log,, (size) (6)

The overhead in scenario (I, D), (I, D), (II, U) and (1II, U)
can be model using (3), (4), (5) and (6) respectively.

i 5 10 150 5 10 15
(II, D) (I, D)
100 . 100
75 75
s0 50

23 23

|

u] * u]
{1, L) I, L)

100 100
73 73
a0 a0
25 25

‘——'——'ﬁt_'__.__.
0 R A s I — i}
u] 5 10 5 @ 5 10 15
Log(size)

Fig. 5.Linear models of scenario (ll, D), (lll, D), (Il, U) and (lll, U)

Fig. 5 shows a graphical representation of above four mod-
els. These statistical models are not always correct and effi-
cient but those are useful for identify potential overhead in
FTPS and FTP over IPsec. Fig. 5 illustrates the same idea that
is mentioned in section 4.3 data analysis summery.

5 CONCLUSION

According to obtained models FTP over IPsec has lower over-
head compared to FIPS for larger size files. But for a smaller
size file FIPS is a good solution for securing File transfer
communication. It cannot be guaranteed that this is true for all
environments. In this research we tried to get an idea of poten-
tial overheads of FIPS and FIP over IPsec in IPv6 LAN envi-

ronment with Ethernet technologies. Router processing over-
head is not involved in this environment. That overhead is not
included in our calculation. But most of production environ-
ments have that processing overhead. Processing overhead
may be varying with FTPS and FTP over IPsec. So selecting
the right security solution for file transfer with different set-
tings and environments can be difficult. Not all solutions fit
into a specific network or host configuration. Knowing the
overheads of FTPS and FTP over IPsec in IPv6 LAN environ-
ment is very important.

6 FUTURE WORK

Overhead due to key management in FTPS and FTP over IPsec
is not discussed in this paper, hence it will be a future work on
this area. This research paper can be extended by considering
overhead of alternative key management protocols.
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